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1. Introduction

1 Introduction

This manual describes how to connect remotely to a Phase One iX Controller using a Microsoft Windows 10
Remote Desktop Connection.
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2. Cable Connections

2 Cable Connections

To connect remotely to a Phase One iX Controller:

1. Connect an iX Controller Ethernet port to the same network used by remote computer.
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3. Setting a User Password on the iX Controller

3 Setting a User Password on the iX Controller

Note

You must set a user password on the iX Controller in order to connect to it using Remote Desktop
Connection.

If a user password is not yet defined, create it as follows:

1. In the Windows search box, type sign and tap Sign-in
options. All Work Apps Documents Web

Best match

Mo

Sign-in options
System settings

Settings
Q4 Set up fingerprint sign-in

@, Start Magnifier automatically after
sign-in

Q4 Change your password
@4 Change the sign-in requirements

¥ Core isolation

Y

Search work and web

L sign - See work and web results
Phase One suggestions

Office Online

Qutlook Web Access

I/c' signfin options
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3. Setting a User Password on the iX Controller

2. Tap Password. - o x

3. Tap Add. Sign-in options

Manage how you sign in to your device

Select a sign-in option to add, change, or remove it

« s Windows Hello Face
~  This option is currently unavailable—click to learn more

= Windows Hello Fingerprint
@) This option is currently unavailable—click to learn more

== Windows Hello PIN
» This option is currently unavailable—click to learn more

Security Key
Sign in with a physical security key

q Password
Sign in with yr_Lh' account’s password

Your account doesnt have a password. You must add a
password before you can use the other sign-in options.

Update your security g

Learn more

4. In the first text box, enter a new password, then reenter it
in the next text box.
Optional: enter a password hint to help you recall the
password in case you forget it.

5. Tap Next.
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3. Setting a User Password on the iX Controller

6. Tap Finish.

(© Create a password

Next time you sign in, use your new password.

User
R Local account
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4. Enabling Remote Access on the Phase One iX Controller

4  Enabling Remote Access on the Phase One iX Controller

1. Onthe iX Controller, in the Windows search box, type allow
remote c and tap Allow remote connections to this computer.

Best match

ﬁ Allow remote connections to this
computer
System settings

Search the web

£ allow remote ¢ - see web results >

/O allow remote control >
allow remote connections >

£ allow remote connections sql server >

allow remote connections to this 5
computer
| X allow remote control teamviewer >
|
|
£ allow remote computers to connect >
O allow remote connections windows 5
10
| 2 allow remote connection sql server >

L Al cReonnections to this ¢

2. In the For developers window, scroll down to Remote Desktop For developers
and in the Change settings to allow remote connections to this s = e e
computer row, tap Show settings. Change setings to show empty drives Show setings
Apply

Remote Desktop

Apply the following settings to enable Remote Desktop and ensure
machine availability.

gs to allow remote connections to this | Show settings

Show settings

Show settings

never hibernates Show settings
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4. Enabling Remote Access on the Phase One iX Controller

W

Tap Allow remote connections to this computer. System Properties X

Computer Name  Hardware Advanced System Protection Remots

Select the Allow connections only from computers running
Remote Desktop with Network Level Authentication
(recommended) checkbox.

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remots Assistance?

Ta p O K Advanced

Close the For developers window. Remote Desktop
Choose an option, and then specify who can connect.

(O) Don't allow remote connections to this computer

I (®) Allow remote connections to this compulerl

Allow connections only from computers running Remote
Desktop with Network Level Authertication (recommended)

Help me choose Select Users

Cancel Foply
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5. Using Dynamic or Static IP Addresses on iX Controller

5 Using Dynamic or Static IP Addresses on iX Controller

You can connect to the iX Controller using the dynamic IP address generated each time the iX Controller is
booted, or define a static IP address that never changes.

This section describes how to discover the iX Controller's dynamic address and how to configure a static
address for the iX Controller.

51 Discovering the iX Controller's Dynamic IP Address
1. In the Windows search box, type cmd and tap Command

Prompt.

Apps Documents Settings Photos

Best match

- Command Prompt

App
Apps
B %86 Native Tools Command Prompt >
for VS 2019
| B x86_x64 Cross Tools Command 5
Prompt for VS 2019
B Developer Command Prompt for VS >
2019 (2)
Search the web
£ emd - 5ee web results >
| Settings (1)
|
I
2 emd

2. In the Command Prompt window, type ipconfig and press
Enter.

Command Prompt

Note the IPv4 Address.

3. Close the Command Prompt window.
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5. Using Dynamic or Static IP Addresses on iX Controller

52 Setting a Static IP Address for iX Controller

To prevent the IP address from changing, you need to define a static IP address.

To define a static IP address:

1. In the Windows search box, type view n and tap View network Al Apps  Documents Web  More v
status and tasks.
Best match
.l!j- View network status and tasks
~  Control panel
Settings
**  View network computers and 5
devices
i+ View network connections >
Search the web
L2 view n - See web results >
/C' view network connections >
2 view network 3
2 view nx2 nikon software >
2 viewnx 2 5
L view notifications >
£ view network computers and >
devices
2 view national insurance record >
2 view notifications windows 11 >
£ view n|

2. Tap Change adapter settings.

3 Tap and hold the active connection and ta|o Properties &/ Control Panel\Network and Intemet\Network Connections
4 UE 5 Control Panel » Metwork and Internet » Network Connections
Organize = Disablethis network device  Diagnose this connection  Rename this
L_'. Ethernet
"S5 phaseone.com
@ Intel(R) Ethemet (~mmnmsinmim
& Disable

Status
Diagnose
) Bridge Connections

Create Shortcut

& Delete
& Rename

| & Properties
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5. Using Dynamic or Static IP Addresses on iX Controller

4. Tap Internet Protocol Version 4 (TCP/IPv4) and tap
Properties.

5. Tap Use the following IP address checkbox.

6. Type an IP address compatible with the remote computer
network definitions (find the remote computer IP definition by
running ipconfig as described in Section 5.1 - Discovering the iX
Controller Dynamic IP Address). Enter a similar IP address by
modifying only the last segment of the address and make sure
that IP address does not already exist in the network.

7. If the Subnet mask field is not filled in automatically, type
2552550 0.

8. Default gateway - if the host computer is using a default
gateway, enter the same IP address here.

‘ONE

@ Ethernet 3 Properties

Networking  Sharing

Connect using:

I LAN7850 USB 2.0/HSIC to Ethemet 10/100/1000 Adapt:

This connection uses the following items:

I?Client for Microsoft Networks -
1File and Printer Sharing for Microsoft Netwarks

%3 Npcap Packet Driver (NPCAF)
QoS Packet Scheduler

Intemet Protocol Version 4 (
. Microsoft Network Adapter Multiplexor Protocal

. Microsoft LLDP Protocol Driver v
< >

Install... Uninstall
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K Cancel

General

‘fou can get IF settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

I (®) Use the following IP address: I
IP address: l:l
Subnet mask: l:l
Default gateway: |:|

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: l:l
Alternate DNS server: l:l

[ validate settings upon exit

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically
(®) Use the following IP address:

1P address:

Subnet mask: ]

Default gateway:

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: l:l
Alternate DNS server: l:l

[ validate settings upan exit
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5. Using Dynamic or Static IP Addresses on iX Controller

9. Close all network windows.

Note

A port with a static IP address usually cannot be use for connecting to the Internet (depends on
network configuration) If ethernet access is required, use the other ethernet port.
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6. Connecting to the iX Controller

6 Connecting to the iX Controller

To connect to the iX Controller:

1. In the Windows search box, type rdc and tap/click Remote

\ All Work  Apps Documents  Web Mc
Desktop Connection.

Best match

nct

Search work and web
rdc - See work and web results >
2 rdcman >
2 rdc news >
£ rdcworld1 >
£ rdcman download >
AL rdc manager >
£ rdc world >
£ rdd Si
2. In Computer, type the iX Controller IP address (dynamic or % Remote Desktop Connection - X
static). | Remote Desktop
3. In User name, type the user name (default: User). b9 Connection
4. Tap/click Connect. GZ:EI:“:“ Lol Resources Experence Advenced
. . I‘ Enter the name of the remote computer.
% Computer: [T 7]
Username: | |

“You will be asked for credentials when you connect.

] Allow me to save credertials

Connection settings

Save the cument connection settings to an RDP file oropen a
L saved connection.

| Save | | Save As.. ‘ ‘ Open..
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6. Connecting to the iX Controller

5. Enter your password, select the Remember me checkbox and Windows Security X
tap/click OK. Enter your credentials

These credentials will be used to connect to -

User

3

AVEWT0\User

Remember me
More choices

OK Cancel

6. If an authentication window appears: B} Remote Desktop Connection x

N . . . The identity of the remote computer cannot be verified. Do
a. Select the Don’t ask me again for connections to this you want to connect anyway?

com puter Checkbox (Optiona I) The remeote computer could not be authenticated due to problems with its
securty certificate. it may be unsafe to proceed

b. Tap/click Yes. Certficate name

I:] Name in the certficate from the remote computer:
iXC020046

Centficate emors

The fallowing emars were encourtered while validating the remote
computer'’s certficate:

L The certfficate is not from a trusted certifying autharity.

Do you want to connect despite these cerificate emors?

I Dont ask me again for connections to this compmerl

View certficate.. Yes No

7. You are now connected to the iX-Controller.

8. When you finished working on the iX Controller, tap/click the X on the remote desktop connection bar at
the top of the screen.
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